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The Effect of
Blocking Access to Sites unit %

“‘Accessblocking” isameasure that prevents users fromaccessing websites that distribute
content suchas music, movies, broadcast content, published content, games, webtoons
without the copyright holder's permission, while displaying a warning message.
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Overall Awareness Levels of
COpyright Protection Unit: points, on a4 point scale

The following 4 indicators are used as factors to understand the level of copyright protection
awarenessamong content users.
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Section 1 Summary of Piracy Survey Results

1. Piracy rates

In 2024, the piracy rate was 19.1%, down from 20.5% in 2020, and
has been declining slowly every vyear. The movie, broadcasting,
publishing, gaming, and webtoon genres have all been decreasing
slightly each year, except for the music genre, which has been
increasing slightly but steadily since 2021. In particular, the proportion
of people who have used pirated music content has decreased
significantly from 39.0% in 2020 to 21.5% in 2024, suggesting that the
decrease in the number of people who have used pirated music
content but not in the rate of use is due to repeated infringement by a

small number of people. Music content deserves special attention.

2. Awareness of copyright protection

The level of awareness of copyright protection has been on the rise
since 2020, when it was 3.12, and reached 3.24 in 2024. Overall, it
seems that the level of public awareness of copyright protection has
increased significantly, and it can be interpreted that this improvement
in copyright protection awareness has led to a decrease in the rate of

piracy.
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Section 2 Findings and analysis by content vertical

1. Music Industry

1) Content Usage

In 2024, 5,583,588 pieces of music content were consumed (illegal +
legal), an increase of 8.7% from 5,137,056 pieces in 2023. The number
of music content uses increased every year from 5,099,328 in 2020 to
5,813,808 in 2022, before 2023 saw the first year-on-year decline in
content use since the survey began. This can be attributed to a sudden
increase in content consumption in 2022 due to the impact of
COVID-19, followed by a slight decline in 2023, and then a rebound in
2024. The 9.5% increase in music content usage in 2024 compared to

2020 suggests that music content usage is generally trending upward.

However, it should be noted that piracy rates have been steadily
increasing since 2021, albeit slightly. Since the digital transformation of
the distribution medium for musical works, the music market has
experienced rampant piracy to the point of extinction. The difficulties
were compounded by the old-fashioned thinking of many people who
insisted on the principle of information sharing on the Internet through
the 'Save Soribada' website (http://freesoribada.wo.to), even though
Soribada was subject to civil and criminal liability. Fortunately, the paid
streaming market was quickly established through the efforts of many
people, and copyright awareness has improved dramatically. We need
to continue to pay attention to ensure that the hard-earned music

market is not undermined.

In particular, it is worth listening to concerns that the Korean music
market may have reached a 'short-term peak'. Overall, even if we look

at five years of data, which is described as an upward trend, we can
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clearly see that the growth rate of content usage has been declining
recently. In particular, “online” content consumption is up 8.8%
year-over-year to 5,477,160 in 2024, but still hasn't recovered from
2022's 5,728,308. According to Circle Chart(formerly Gaon Chart), the
usage of the top 400 songs by users of major Korean music services in
2021 has already decreased by 13.5% compared to 2020 and 28.6%
compared to the same period in 2019.) The music market will have to

prepare for a new leap forward with a sense of crisis.

On the other hand, offline consumption of genuine content continued
its upward trend in 2024. In 2024, 106,428 offline content units were
consumed, an increase of 5.3% year-over-year. This maintained the
large increase from 2023 and recovered from the sharp decline in
2022. Not only in Korea, but also in the United States, offline genuine
content usage is on the rise. According to the RIAA's State of the
Music Industry Year-End Report, revenue from vinyl sales, which has
been steadily increasing for more than a decade, surpassed CD revenue
in 2021 for the first time in 35 years. In the U.S., vinyl sales grew
28.7% to $626 million in 2020, while CD sales declined 23% to $483

million.2)

However, it is unclear whether offline physical content buyers in
Korea are actually purchasing content to access music. Previous studies
have already concluded that there is a weak correlation between digital
music and physical music sales, as most physical music purchasers have

streaming subscriptions separately.3) The analysis of fans buying CDs as

1) Hankook Ilbo (2021), “K-pop record sales are the highest ever, but why is music usage declining,”
December 7, 2021, p. 22.

2) In the U.S., record sales grew 28.7% to $626 million in 2020, while CD sales fell 23% to $483
million.

3) Son, Changwon (2021), “A Study on the Phenomenon of Increasing Sales of Physical Records in
the Korean Music Market: A Comparative Analysis of Artists in the Physical and Digital Music
Markets and a Survey of Global K-Pop Fans' Reasons for Purchasing Physical Records,”
East-West Journal of Music, No. 51, p. 5. The study found that people purchase physical
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a kind of merchandise has already been pointed out in the 2024 Annual

Report on Copyright Protection (based on the 2023 survey).

The fact that so-called digital platform albums are being marketed
under the guise of “environmental protection” raises a number of
questions. Digital platform albums are albums that contain paper with
a QR code containing music information instead of CDs, and although
there are no physical CDs, they are reflected in the aggregation of
major domestic music charts such as Circle (formerly Gaon) and
Hanter. Digital downloads and similar digital platform albums are often
packaged in the name of environmental protection because CDs are
assumed to be environmental pollutants. According to media articles,
fans buy multiple CDs for fan meetings, but they don't actually use the
CDs to listen to music, and if they throw them away, they pollute the
environment with plastic, but if they replace them with digital platform

albums, the logic is that they are 'protecting the environment'.

| Picture 1 Dong-A llbo (2023), 'Environmental Protection' Generation Z “Buy QR code albums
instead of plastic CDs”. 2023.1.27.
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records for the following reasons: to “own” the record or merchandise, to “support” the artist
by being reflected in music programs or music charts, and to “participate” in events such as
fan signings.
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While the growth of offline legal markets for retro nostalgia or
collectible fulfillment is a welcome development, the bulk purchase of
unused CDs for fan meetings, autograph signings, etc. has the potential
to undermine the health of the market. While fandom-driven
consumption is clearly one of the pillars of the music industry, it's

worth asking whether it raises consumer protection or antitrust issues.

2) Pathways to Piracy

The offline distribution of pirated goods was found to be
insignificant. It is only 2,082 out of 1,041,978 total pirated items, or
0.2%. The days of casually buying pirated tapes off the street in a
handcart are history. While there is no doubt that increased awareness
of copyright protection and increased enforcement have had an impact,
the era of digital music, symbolized by MP3s, has naturally come to an

end.

As such, we can see that the majority of piracy routes are online
(99.8%), concentrated in “free music apps or sites” (37.0%) and “social
media (unaffiliated)” (31.8%). What's more, these two pathways are
becoming increasingly more prevalent each year. “Free music apps or
sites” has grown from 34.7% last year to 37.0% this year, while ‘social
media (unaffiliated)’ has grown from 19.2% in 2020 to 27.2% in 2022 to
31.8% in 2024.

On the other hand, torrenting, the one-to-many file-sharing method
of sharing and transmitting multiple files, is becoming less and less
common, as is web-hosted P2P and the likes of Soribada, which have
led to the demise of the music industry online. Web-hosted P2P
plummeted from 17.0 percent in 2020 to 2.7 percent in 2024, and
torrents fell from 8.0 percent in 2020 to 2.7 percent this year. The

decline in web-hosted P2P and torrenting is in line with the shift in
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music consumption from downloading to streaming. In 2024, streaming
accounted for 3,746,448 genuine content units compared to 344,484
downloads, representing only 9.2% of streaming. According to the IFPI's
GLOBAL MUSIC REPORT 2024, 67.3% of the music market is streaming,
with downloads accounting for only 3.2%. With downloads at 4.8%
compared to streaming, it's clear that streaming is the way to go. As
for illegal ways to infringe copyright, it is a very predictable trend that
free music apps and sites that are streaming rather than downloading

P2P torrents will become the mainstream.

| Picture 2 IFPI, "GLOBAL MUSIC REPORT 2024
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2. movie industry

1) Content consumption

Movie content usage continues to decline. From 161,288 in 2021 to
139,380 in 2022 and 100,760 in 2023, it showed a significant negative
growth for two consecutive years, and the downward trend continued
in 2024, with 99,332 movie titles consumed. The 2024 usage was only
61.6% of the 2021 usage.

Offline usage rebounded from 11,600 in 2023 to 13,462 in 2024, but
online usage decreased by 2.5% from 88,088 in 2023 to 85,860 in 2024.
This is the third consecutive year of declining overall usage and should
be taken with a grain of salt. If there's a silver lining, it's that piracy

is declining faster than the rate of decline for genuine content.

Most of the offline consumption of genuine content is in theaters,
and the Korean theater industry is in trouble. According to the Korean
Film Council, the number of moviegoers in the first nine months of
2024 was 96.85 million, which is less than 60% of the cumulative total
of 170.076 million in the first nine months of 2019, just before the
COVID-19 pandemic. The number of movies planned for production in
the coming year has also dropped significantly. Overall, the movie

industry is entering a downturn that needs to be watched closely.

2) Pathways of Piracy

When looking at piracy by movie genre, “streaming links” (21.7%) and
“video platforms” (28.6%) account for almost half of the piracy (49.3%).
In 2023, the combined total was 49.7%, so we can see that the trend
remained the same in 2024. The combined share of “Web Hosting-P2P”
(8.5%) and “Torrenting” (13.1%) is 21.6%, which is the same as the



Annual Report on Copyright Protection

combined share of 22% in 2023. The combined share of “web-hosted
P2P" and “torrenting” jumped from 12.9% in 2022 to 22% in 2023, and
remained at a similar level in 2024 as the previous year. While the
market for music has been reorganized to streaming, and both genuine
and pirated content is becoming more streaming-oriented, downloading
methods such as web-hard-P2P and torrents are still a viable way to

access movies.



Summary: English—language version

3. broadcast industry

1) Content consumption

Similar to the movie industry, broadcast content consumption has
also seen a significant decline. The decline in broadcast content usage
was not unique to 2024, but has been occurring every year since 2021.
After dropping from 1,552,920 in 2021 to 1,118,328 in 2022, it dropped
to 932,892 in 2023, the first time it was below 1 million, and then
dropped again in 2024 to 762,924.

Broadcasting, like other content, does not have much offline
distribution. It is mainly used online, and it is necessary for the
industry to identify the cause of the large decrease in online usage,
which has been decreasing by 28.4%, 16.1%, and 18.3% year-on-year

for three years.

2) Paths of Piracy

The amount of pirated content by usage route for broadcast genres
shows a similar picture to that of movies. Community accounts for
26.5% of the total, followed by 'streaming links' (20.3%) and 'SNS'
(19.6%). The usage of ‘community” and “social media” is not inherently
different from the usage of streaming links because it may be a mix of
piracy through links such as posted URLs. In other words, these three
categories are interchangeable or complementary. Together, they
account for 66.4%, a slight increase from 65.7% in the previous year,
but a slight decrease from 68.7% in 2022. It can be concluded that
communities, streaming links, and social media have remained the
main channels of unauthorized use of broadcast content, with similar

percentages each year.
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The share of “web-hosted P2P” and “torrenting” is similar to that of
movies. Together, they accounted for 31.5%, down from 33.6% the
previous year. However, 'Web Hardware-P2P' increased its share of
usage from 14.8% in 2020 to 17.4% in 2024. Although 'web-hard-P2P'
is considered to be going downhill due to policy efforts such as Article
104 of the Copyright Act, the so-called web-hard registration system
and filtering under the Telecommunications Business Act, and joint
inspections by the Korea Communications Commission and the Ministry
of Culture, Sports and Tourism, it is still an important part of piracy

distribution channels in the broadcasting and movie sectors.

Selling illegal DVDs offline is a thing of the past. With broadcast
content readily available through Google searches and illegal torrents,
it's hard to imagine many people buying illegal DVDs, which are
relatively hard to come by and expensive. Nevertheless, 3,288, or 2% of
all piracy, reported accessing pirated content from ‘informal sources
such as street stalls”. While this is a small number, it's worth looking
at who exactly is being traded and for what purpose. Pirated goods
have little collectible value, and it is important to understand why they
continue to be traded in an environment where even the hardware to
play DVDs is rare, so that copyright protection policies can be directed

accordingly.

10
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4. Publishing Industry

1) Content consumption

Publishing content usage decreased by 0.8% vyear-on-year, and the
five-year trend since 2020 shows a stagnant to slightly upward trend.
On the other hand, the piracy rate in 2024 was 14.1%, similar to the
14.4% rate in 2023. This represents significant progress compared to
the 24.4% piracy rate in 2020.

Offline usage has been on a steady decline since 2021. In 2021, it
was 34,880, in 2022 it was 32,748, in 2023 it was 30,980, and in 2024
it was 27,750. In 2024, offline usage is only 79.6% of what it was in
2021. Online usage, on the other hand, has continued to grow since
2022. In 2022, it was 53,504, in 2023 it was 67,512, and in 2024 it was
69,970.

While the publishing genre still has a higher percentage of offline
content consumption than other genres, the last three years have seen
a steady decline in offline content consumption and a steady increase
in online content consumption. This can be interpreted as a process of
adapting to the digital environment, albeit at a slower pace than other

genres, but in the same direction.

2) Pathways to Piracy

When looking at piracy usage by online and offline channels for
publishing genres, the share of online piracy usage was 75.7%. Among
them, 'publishing piracy sites' showed a significant increase from 16.8%
in the previous year to 21.5% in 2024. In addition, offline usage,
'copying, printing, and binding shops', decreased slightly from 25.8% in
the previous year to 24,3% in 2024, but still accounted for a large

"
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share. This is in stark contrast to the music, movie, and broadcast
genres, where offline illegal distribution has been largely eliminated or
is on its way out. The implication of this difference is that there is a
need to distinguish between other works and publications when it

comes to copyright protection.

3) Survey on the use of electronic scanned copies of university materials

It is estimated that 'offline copying, printing, and binding businesses',
which account for a whopping 24.3% of pirated goods, are mostly used
for illegal electronic scanned copies of educational textbooks in
universities and other places. Therefore, from 2023, an additional
survey on the usage of electronic scanned copies of university materials

was conducted.®

According to the Korea Copyright Protection Agency, the number of
pirated academic books collected and destroyed by year has plummeted
from >286 (2018) to >254 (2019) to >7 (2020) to >2 (2021) to [>28
(2022).5 Today's college students are very accustomed to accessing
textbooks in e-scanned form on their digital devices, and it is not
uncommon for them to pay to convert legally purchased books into
e-scanned files. Our research clearly confirms this. In 2024, 83.3% of
students had access to e-scanned textbooks, and the average number of
courses taken was 3.5. As students' exposure to the digital environment
deepens, such as the spread of digital textbooks in middle and high
schools, it is expected that e-scanned publications will become the

mainstream medium rather than printed/bound books.

4) Of the approximately 2,000 valid respondents in 2023, 284 university students enrolled in the first
semester of 2024 and 716 additional university students were surveyed, for a total of 1,000
students.

5) Herald Economy (2023), “File-floating ‘major book’ crackdown achievements are virtually ‘insignificant’...7
years of arrests 20 cases”, March 9, 2023.
https://mbiz.heraldcorp.com/view.php?ud=20230309000701

12
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In terms of how they obtained the e-scans, 30.1% of them scanned
them themselves, which may fall into the realm of private copying
(legal) under copyright law. Therefore, it is necessary to consider ways
to prevent users of this route from obtaining e-scans in illegal ways
such as unmanned scan rooms. Not all uses of e-scans are illegal.
'Purchased as an e-book' accounts for 24.6% of the acquisition paths.
This is a positive result, as it shows that if there is a legal market for

e-books, there will be a large demand for them.

On the other hand, the 2.9% of second-hand trading platforms
(Beongaejangteo, Danggeun-market, Junggonara, etc.) are expected to
be mostly pirated goods. Recently, there have been many cases of
selling electronic scanned PDF files at low prices on secondary trading
platforms. The Copyright Protection Review Board has also issued a
number of corrective recommendations. Rights holders have begun to
crack down directly, but it is difficult to reach out to those who trade
secretly through Everytime, Telegram, etc. As the e-book market grows,
online piracy of publications, such as the illegal trade in e-scanned

books, is likely to increase. We need to think about countermeasures.

While the most common reason for using e-scanned textbooks was ‘I
can't afford to buy the textbooks” (39.0%), it is worth noting that the
second most common reason for using e-scanned textbooks was
convenience, such as ‘T don't need to carry multiple books, I just need
a tablet” (22.8%). Rights holders need to do more than just enforce,
they need to work to provide their products in the formats that users
want. The fact that a significant proportion of respondents say they use
e-scans because they are “more convenient” than print/bound books

bodes well for legal market conversion rates.

13
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5. Gaming Industry

1) Content consumption

After a brief period of stagnation in 2023, game content usage
showed a significant increase again in 2024. From 48.324 in 2020 to
61,096 in 2024, the number of game content has continued to show an

upward trend. Compared to 2020, this is a whopping 26.4% increase.

While piracy has also been on the rise, it's not growing as a
percentage of total content consumption. In fact, it's actually
decreasing slightly. It is positive to see that piracy continues to decline
from 26.2% in 2022 to 23.9% in 2023 and 22.5% in 2024.

2) Paths to Piracy

When looking at the amount of pirated goods by game genre, 46.2%
are distributed through 'community' and 'SNS', while 37.5% of the total
is distributed through 'web hardware-P2P' (23.0%) and 'torrent’ (14.5%).
It is worth noting that while mobile and PC online games account for
the largest share of usage, downloads, web-based P2P, and torrents

remain the main illegal distribution channels.

In the game genre, there is a path called 'private game server that
is not found in music, movies, and broadcasting. Private servers, also
known as 'free servers', are unauthorized modification and leakage of
online games and distribution and service without official servers.
Private servers that are not authorized by the game company are illegal
activities that violate not only copyright laws but also the Game

Industry Promotion Act.®) Private servers modify the game without the

6) Article 32 (Prohibition of Distribution of lllegal Game Products, etc.) @ No person shall engage in any

14
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permission of the game company, arbitrarily adjust the difficulty of the
game, or operate it on a seasonal basis. The operators receive money
from the sale of items or “donations” from users. There is also revenue
from advertising on illegal sites. Illegal access to game content through
'private servers' (free servers) has consistently accounted for more than
10% of piracy by route since 2020. In 2024, it accounted for 10.9%.

The percentage of pirated DVDs sold offline is not high. However,
the offline “online stores and retail stores selling physical DVDs
(non-genuine)” route increased from 3.9% in 2020 to 5.3% in 2024. It

shouldn't be overlooked that offline usage is growing slightly.

of the following acts that interfere with the orderly distribution of game products. 9. producing,
distributing, providing, or arranging for the production, distribution, provision, or arrangement of
game products that are not provided or approved by a game product related business 10. producing
or distributing computer programs or devices or devices for the purpose of committing illegal acts
under paragraph (9); Article 44 (Penalties) @Any person who falls under any of the following
subparagraphs shall be punished by imprisonment for not more than five years or a fine of not
more than 50 million won. <Amended 2007. 1. 19., 2016. 12. 20., 2023. 8. 8> 2. A person who
commits an act falling under Article 32 (1) (1), (4), (7), 9) or (10)

15
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6. Webtoon Industry

1) Content Usage

The usage of webtoon content has not changed significantly since the
survey began in 2022. From 1,070,784 in 2022 to 1,068,828 in 2023
and 1,072,668 this year, it is difficult to see a significant change.

On the other hand, it is very positive to see a steady increase in the
consumption of genuine content and a moderate decrease in the
consumption of pirated content over all three years. The piracy rate
decreased by 1.5 percentage points from 21.5% in 2022 to 20.0% in
2024.

2) Paths to Piracy

In terms of piracy by source of webtoon genre, 'webtoon piracy
publishing sites' ranked first with 43.7%. This figure more than doubled
from 20.2% in 2022, and was higher than 41.3% in 2023. In the 2024
Annual Report on Copyright Protection (based on the 2023 survey), we
also pointed out that the proportion of webtoon viewing on video
platforms was higher than expected given the large number of illegal
webtoon sites, but this is the third year in a row that more than a
quarter of webtoon viewers still watch webtoons on video platforms. It

is time to analyze and respond.
It should also not be overlooked that the share of web-hard P2P and

torrenting remains significant, increasing from 8.9% in 2023 to 9.2% in
2024.

16
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Section 3 Implications for Copyright Protection

1. Implications of the Findings

A. Online—centered content distribution

The 2024 Survey also confirmed that the distribution channels of
pirated content are increasingly centered online. Whereas in the past,
copyright infringement was responded to by cracking down on illegal
trade sites and collecting and destroying infringing copies, it is now

time to focus on protecting copyright online. In terms of copyright law,
the focus is shifting from Article 133 to Article 133(2) and 133(3).

Even “broadcast” content is distributed online. The Rome Conventio
n7), signed in 1961, defines broadcasting as defines broadcasting as ‘the
transmission of sound, or images and sounds, by means of radio, for
reception by the public” (Article 3(f) of the Rome Convention)®), but it's
time to redefine the concept of broadcasting.9 Paid broadcasters have
long since given way to online video services (OTT) such as Netflix,

YouTube, and Disney+, leaving behind the neologism “cord-cutting’.

According to a November 2024 announcement by the Korea
Communications Commission, domestic broadcast advertising revenue in
2023 was KRW 2.498 trillion, down KRW 584.7 billion (19%) from the

previous year. This is the lowest domestic broadcast advertising revenue

7) International Convention for the Protection of Performers, Producers of Phonograms and
Broadcasting Organization.

8) Transmission by wireless means for the public reception of sound or of images and of sounds
(Rome Convention, Art. 3(f).; We didn't even get cable. Hugenholtz, B. (2018). The WIPO
Broadcasting Treaty. A Conceptual Conumdrum.
https://mwww.ivir.nl/publications/the-wipo-broadcasting-treaty-a-conceptual-conundrum-2/

9) Article 2 of the Copyright Act 8 “Broadcasting” means the transmission of sound and image or
sound and image for the purpose of simultaneous reception by the public during public
transmission.

17



Annual Report on Copyright Protection

in the past decade. Terrestrial broadcasting, the main source of
broadcast content in Korea, generated KRW 1.912 trillion in broadcast
ad revenue in 2015, but fell to KRW 927.3 billion in 2023, a decline of
nearly KRW 1 trillion in 10 years. This year, the industry expects

terrestrial broadcasting ad sales to fall to 800 billion won.

According to the '2024 Internet User Survey Report (NPR)' published
by Nasmedia, KT Group's digital marketing platform company, internet
users' time spent watching TV has continued to decline, while more
than 70% of users, ranging from teens to 50s, use OTT services.l0
K-POP is also consumed primarily online/mobile (88.7%) and through
platforms such as YouTube (71.6%) and Spotify (53.6%). Through global
platforms such as Netflix and Spotify, Hallyu content has become a
global phenomenon. In terms of copyright law, the focus is also
shifting from Article 133 to Article 133-2 and 133-3 to crack down on

illegal distribution.

Article 133 (Collection, Disposal, and Deletion of Illegal Reproductions) @
The Minister of Culture, Sports, and Tourism, a special mayor, a
metropolitan mayor, a special autonomous mayor, a governor, a governor
of a special autonomous region, or a mayor, county governor, or mayor
of an autonomous region (the mayor of an autonomous region shall mean
the mayor of an autonomous region) who finds reproductions (excluding
reproductions transmitted through information and communication
networks) that infringe copyright or other rights protected under this Act,
or devices, equipment, information, and programs designed to defeat
technical protection measures for works, may have the relevant officials
collect, dispose of, or delete them in accordance with the procedures and
methods prescribed by the Presidential Decree. {Amended 2008. 2. 29.,
2009. 4. 22., 2020. 2. 4.)

10) Some say the decline in broadcast ad revenue accelerated when Netflix began accepting paid
ads in 2022. Chosunbiz, “Cord-cutting’ spreads in OTT offensive... Regulatory gap threatens
paid broadcasters,” November 29, 2024.
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@ The Minister of Culture, Sports and Tourism may entrust the work
under Paragraph (1) to an organization designated by presidential decree.
In this case, a person engaged in such work shall be considered a public
servant. {Amended 2008. 2. 29., 2021. 5. 18.)

® The Minister of Culture, Sports and Tourism may request cooperation
from relevant organizations when necessary when collecting, disposing of,
or deleting information pursuant to Paragraphs 1 and 2. {Amended 2008.
2. 29., 2009. 4. 22.>

@ Deletion <2009. 4. 22.)

®The Minister of Culture, Sports and Tourism may establish and operate
the necessary organizations to carry out the tasks under paragraph (1).
(Amended 2008. 2. 29., 2009. 4. 22.)

®If the provisions of Paragraphs (1) through (3) conflict with the

provisions of other laws, this Act shall take precedence. {Amended 2009.
4. 22

B. Webhard-P2P and Torrenting's Continued Influence

As part of the “end of ownership” phenomenon in the connected
world, content consumption is shifting to streaming rather than
downloading. In addition, web-hosted P2P is regulated by Article 104 of
the Copyright Act, which has weakened its power.

Nevertheless, a significant amount of pirated content is still
distributed through them. While it is important to respond to these
new, more mainstream sources of piracy, it is also important to note

that it is not yet time to relax about the traditional sources of piracy.

In particular, it is worth noting that criminal prosecutions for
torrenting have been increasing rapidly in recent years. According to
the National Police Agency's Statistical Yearbook, the number of
cyberpiracy cases involving torrenting has increased every year since

2020.1D) However, in 2024, the number of torrenting copyright
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infringement complaints became a social issue, appearing frequently in

the media.

However, while the movie industry recorded an increase in the share
of piracy through torrents from 8.4% in 2023 to 13.1% in 2024, the
broadcasting industry recorded 14.1% in 2024, compared to 15.2% in
2022 and 17.8% in 2023, and music and publishing also saw a decrease
in the share of torrents compared to the previous year. It remains to
be seen whether torrenting has actually increased the distribution of

pirated goods significantly.

C. Publications still infringe offline

With the advancement of ICT, the way we consume content is
becoming more digital and online-centric. The digital transformation
has also changed the reading environment. Especially since the
COVID19 pandemic, the growth of digital content such as e-books and
audiobooks has been prominent. From March 2025, Al digital textbooks

will also be used in schools.

11) In 2020, there were 2183 cases, 2423 cases in 2021, and 3302 cases in 2022.
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| Picture 3 Global ebook sales trends
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However, offline distribution of publications in South Korea is not
small yet. Offline accounts for 24.3% of piracy usage by route. However,
even offline, the proportion of electronic scanned files is increasing
compared to the proportion of printed/bound books that were popular
in the past. Even if they visit an offline copy and binding shop, they
receive scanned files via USB or email and use them on their tablets.
In this case, it is quite possible that the share of illegal distribution
online will gradually increase. We can already see that electronic
scanned copies of university books are actively traded on
Beongaejangteo, and many are distributed in communities such as

Everytime.
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2. Seeking countermeasures

A. Strengthen online system monitoring

The mainstream of all content distribution, both legal and illegal, has
changed or is changing to 'online'. In the past, piracy crackdowns were
characterized by the presentation of authorization signs and the
collection and destruction of copies, sometimes involving physical
confiscation, but today, most piracy is distributed online. In our survey,
only 0.2% of respondents mentioned offline as a source of music

piracy. The days of buying illegal tapes at reka are fading into history.

Now, corrective recommendations and takedown requests to remove
or stop the transmission of pirated music online have emerged as the
main means of dealing with copyright infringement. The policies and
systems of the Ministry of Culture, Sports, and Tourism and the Korean
Copyright Office must also change accordingly. In response, the
Ministry of Culture, Sports, and Tourism and the Korean Copyright
Office have been working to strengthen online system monitoring
capabilities as part of measures to eradicate illegal distribution. It is
expected that comprehensive and integrated management will be
possible when the 'Three-Year Plan to Establish a Comprehensive

Response System to Copyright Infringement' is finalized in 2024.
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B. Response to Overseas Servers — International Cooperation

However, there is a problem that Korean copyright laws and enforcement
have limited effectiveness in other countries. The Internet has no
borders, and even illegal sites that target Koreans often have servers
overseas. 'Nu™TV'12), which was investigated to have earned at least 33
billion won in illegal profits by last year which was found to have
earned at least 33 billion won in illegal profits last year, also has
servers overseas and has been illegally transmitting Korean-language content
from Korean public broadcasting and online video services (OTT) such as
Netflix. Overseas servers should be approached with caution due to the issue
of national jurisdiction. Overseas operators are also not subject to remedial
recommendations under Article 133(2) of the Copyright Act, which the

Copyright Protection Review Board deliberates on a weekly basis.

In the mid- to long-term, Korea should consider ways to cooperate
with overseas investigative authorities, including signing international
agreements. Korea has stipulated the obligation of the UAE government
to cooperate in digital copyright protection through the Korea-UAE FTA,
including the implementation of measures to eradicate online infringement, and
has been promoting the expansion to Chile, Mongolia, Morocco, and
other countries. In addition, we are actively promoting policy
cooperation methods. The Interpol Online Piracy Countermeasures
Project!?) is currently underway with government contributions, and
MOUs with the U.S. Homeland Security Investigations (HSI) and the

Investigation Division of the Indonesian Intellectual Property Agency.

12) 'Nux*TV '22.10.~'23.4.(7 months)' (83.48 million users), Industry Estimated Damage about 5
trillion won', Ministry of Culture, Sports, and Tourism, Four Strategies for Realizing a Copyright
Powerhouse, December 2023, p. 4.

13) Based on the MOCA-National Police Agency-Interpol MOU ('21.4), a project to support the
international community's response to piracy is underway ('21~'25) with contributions from the
Korean government (MOCA).
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C. Taking down a site - a quick process

Holding foreign server operators legally responsible or shutting down
foreign sites takes a lot of time and effort. Even if you cooperate with
local law enforcement, the pirated material can still be distributed
while the process is ongoing, causing significant harm to creators. The
remediation system under copyright law is also ineffective against
overseas sites. If an OSP fails to comply with the recommendations of
the KIPO, the KIPO can only request the Minister of Culture, Sports,
and Tourism to issue a takedown order. If other administrative
enforcement measures, such as fines, are attempted to secure the
enforceability and effectiveness of the corrective order, the foreign
operator may file a lawsuit in its home country claiming that the
extraterritorial application of such enforcement measures is unfair.14)
Therefore, the distribution of pirated goods through overseas servers
and sites is blocked based on the Information and Communications

Network Act.

Copyright infringing information distributed online shall be construed as
one of the illegal information online under Article 44 (7) (1) (9) of the
Information and Communication Network Act. The Act allows the NCC to
order information and communication service providers or bulletin board
managers and operators to deny, suspend or restrict the processing of
information that is intended for the purpose of committing or aiding and
abetting a crime,!5 Sanctions are imposed on illegal and harmful information
on the Internet through the Broadcasting and Telecommunications Review
Committee and the Korea Communications Commission. The CRTC
decides on the type of sanctions to be imposed, and the NCC has the

authority to impose sanctions, which takes two months on average.10)

14) Seungjong Oh, “A Study on Administrative Measures for Overseas Online Service Providers,”
Hongik Law Review, Vol. 21, No. 2, 2020, p. 29.

15) Article 44, paragraph 7 of the Information and Communications Network Act.
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However, exposing copyright infringement information for two
months is difficult to bear, so it is necessary to consider how to
expedite the process so that it can be blocked in a timely manner. In
response to this, the Ministry of Culture, Sports and Tourism has
switched from requesting the Korea Copyright Protection Agency's
monitoring results from three times a week to a full-time system so
that it can quickly block access, and the Ministry of Science and ICT is
supporting internet operators to block access immediately if the Korea

Copyright Protection Agency decides to block access.17)

Despite these efforts, the blocking process sometimes does not
proceed as quickly as the rights holder would like. In particular, the
CRTC's deliberation and decision-making process for blocking access
takes a lot of time. The current Act on the Establishment and
Operation of the Korea Communications Commission stipulates that
meetings of the Korea Communications Review Commission (hereinafter
referred to as the “Review Commission”) may be held in writing
(including electronic documents) in order to promptly regulate the
rights of victims of illegal filming under the Special Act on the
Punishment of Sexual Violence Crimes, etc. In June 2024,
Representative Kim Seung-soo introduced a partial amendment bill (Bill
No. 2200398) to expand the scope of written resolutions at meetings of
the CRTC. The purpose of the legislation is to 'minimize the damage
caused by illegal information by allowing written decisions to protect

users from copyright infringing information'.

Currently, the KFTC holds plenary meetings once every two weeks,
and of the four subcommittees established under Article 22(5) of the

Act, the Broadcasting Review Subcommittee and the Advertising Review

16) Seungjong Oh, “A Study on Administrative Measures for Overseas Online Service Providers,”
Hongik Law Review, Vol. 21, No. 2, 2020, p. 9.

17) Joint Ministry of Science and ICT, Measures to Eradicate lllegal Distribution of K-Content
(2023.8.1.)
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Subcommittee meet once a week, and the Telecommunications Review
Subcommittee meets twice a week in person, respectively. The
National Assembly's review report on the bill also stated that ‘it is
difficult to prevent the damage caused by the spread of such illegal
information because it takes a considerable amount of time to block

“

it,” and that “..."there is an aspect that can be agreed with the purpose

of the legislation, which is to minimize the damage.1®

If you can't take direct action, such as shutting down a foreign site,
one practical option is to block access through your local ISP. While
this may not be the ultimate solution, it is worth exploring ways to

expedite the process to minimize the damage.

D. Dynamic Injunctions - Consideration of a new program

A dynamic injunction is a system that allows an ISP to block the
primary domain name and IP address of a pirated website, as well as

any subsequent domains to which the website is directed.19

Even if a site is finally blocked after a painstaking process that takes
a lot of time and effort, the operators of the illegal site can easily
create a replacement site, almost as if they're laughing at you. It is not
uncommon for a site to have already moved to an alternative site by

the time the administrative process to block access is complete.

18) For the same purpose, the review report stated that the bill to amend the Act on the
Establishment and Operation of the Korea Broadcasting and Telecommunications Commission
(introduced by Representative Choi Hee-hee, Bills No. 2105046-2112221), which was
introduced in the 21st Parliament, “is acceptable because we agree with the purpose of the
amendment to minimize the damage caused by infringement of the Copyright Act and to
operate the review committee meetings efficiently.”

19) Kyuho Lee, “Offshore Application of Intellectual Property Law,” International Private Law Review,
Vol. 28, No. 1, 2022, p. 266.
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On June 2, 2023, entertainment companies including Netflix, Disney,
Columbia, Paramount, Universal, Warner Bros, and Village Roadshow
asked the Federal Court of Australia to block 22 foreign streaming
platform sites and 36 domains that infringe their copyrights. On July 7,
2023, the Federal District Court of New South Wales, Australia, directed
49 ISPs to block access to the domain names, IP addresses, or URLs of
the sites within 15 days of the date of the order, which is an
exploratory injunction, meaning that alternative domains, URLs, or IP
addresses used to circumvent the block will be subject to the same
injunction. The blocking order will remain in effect for three years and
can be extended for another three years if it “has the primary purpose

or the primary effect” of continuing beyond the three-year period.20

In addition to Australia, Dynamic injunctions have been enforced in
Singapore, Spain, Sweden, Austria, the United Kingdom, Mexico, and
India, and Korean companies such as SBS, SLL, and CJ] ENM have
received judgments from overseas courts. As a result, there are

arguments to establish a system of 'Dynamic injunctions' in Korea.

20) TF, “Movie Studios Win Australian Piracy Blocking Injunction in Record Time”, July 11, 2023 by
Andy Maxwell,
https://torrentfreak.com/movie-studios-win-australian-piracy-blocking-injunction-in-record-time-2307
11/ (last visited on Nov 15, 2024).
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Proposed amendments to Section 103(2) of the Copyright Act as proposed
by academics

“If the main purpose or main effect of an online server located outside
the country is to infringe copyright or other rights protected under this
Act, or to facilitate such infringement, the court may, on the application
of a party, order, as a necessary measure under Article 123(3), measures
to prevent access to certain domain names, resource locators and Internet
protocol addresses, whether domestic or foreign, or to prevent the
provision of search results directing users to such Internet locations.”

(Proposed by Professor Kyuho Lee, Chung-Ang University)2D

E. What to do about CDNs

A Content Delivery Network (CDN) is a technology that delivers
content to users quickly and reliably through a network of
geographically distributed servers. When a user accesses a specific
Internet address and requests the content they need, the CDN service
routes them to the data server closest to the user, reducing network
latency and providing cached content on distributed servers. In this
way, CDN services replicate content across multiple servers and serve it
from the server closest to the user, offloading traffic and improving
delivery speeds. If your Internet service provider (ISP) only operates a
centralized server at its headquarters, it can cause various problems
with connectivity and speed due to communication traffic bottlenecks.
However, when servers are distributed and networked across multiple
locations, users in each region can access the same content securely
and quickly from their local servers, even if they don't have access to
the central server.

However, this advanced technology is also used to distribute illegal

21) Wonyoung Sung, “Current Status of Administrative Actions Against lllegal Sites,” in “Securing the
Health of Online Content Ecosystem: Legal System Status and Al-based Technological
Approaches,” presentation at a seminar hosted by the Korea Broadcasting and Advertising

Corporation and the Korea Intellectual Property Institute, December 18, 2024, p. 30.
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content. Illegal streaming sites store illegal content on CDN servers and
quickly deliver it to users upon request. CDN servers are difficult to
track and block because their IP addresses change frequently.
Furthermore, the nature of CDNs means that content is stored across
multiple servers, making it difficult to respond to requests to remove
illegal content. Even if illegal content is removed from a particular

server, content stored on other servers can still be distributed.

Legal disputes between CDNs and copyright holders have also arisen
overseas. As early as 2016, a U.S. court ruled that CDN providers must
provide information that identifies the operators of illegal sharing site
s.22) A Milan, Italy, court found that CDN provider Cloudflare's actions
contributed to the copyright infringement of the pirate IPTV service
‘IPTV THE BEST” and issued an injunction on October 5, 2020,
requiring the company to immediately block the provision of CDN
services to online services that transmit content without permission.23)
And recently, the Higher Regional Court of Cologne, Germany, upheld
a claim for the prevention of infringement by public transmission
against Cloudflare's CDN services. The Cologne High Court found
CloudFlare liable because of its “central role” in providing CDN services
and the “intentional nature of its actions. CloudFlare was found to have
a central role in that it was directly and causally involved as a content
provider, entered into a service agreement with the website operator,
and access to the links to the infringing content was only possible
through CloudFlare's CDN, and the actor was found to be willful in
that the CDN was provided for profit and the actor did not take action
to access the content until eight months after receiving the

infringement notice.24)

22) Elsevier Inc. v. WWW.SCI-HUB.ORG, No. 15-cv-4282 (S.D.N.Y. Oct. 20, 2016).
23) l'ordinanza (n. 42163/20) emessa del Tribunale di Milano (Sezione Impresa in data 5 Ottobre).
24) OLG Koln, Urteil vom 3.11.2023 - 6 U 149/22 - ddI-music.to.
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After legal review, we may consider administrative and judicial
measures against CDNs with servers in Korea. In January 2024, Article
44 (5) of the Act on Promotion of Information and Communications
Network Utilization and Information Protection, also known as the
“Anti-Nu*™TV Act,” was newly enacted. The purpose is to require
information and communication service providers over a certain size
that install and operate servers that temporarily store data in Korea to
take technical and administrative measures to effectively block the
distribution  of illegal information. Obligated technical and
administrative measures include promptly restricting access to illegal
information on temporary storage servers, requesting the publisher of
illegal information to stop distribution, and automatically recording
management status. Failure to take such technical and administrative

measures will result in a fine of not more than 10 million won.

Article 44-7 (Prohibition of distribution of illegal information, etc.)

® Any information and communication service provider who installs and
operates a server that temporarily stores data in Korea and whose type
and scale of business meet the criteria prescribed by the Presidential
Decree shall take the following technical and administrative measures to
prevent the distribution of information falling under paragraph (1). {New
2024. 1. 23>

1. identify whether information falling under each of paragraph (1) is
stored on a server after deliberation by the review committee pursuant to
paragraphs 2 and 3 and promptly restrict access to it

2. requesting the publisher of the information identified under paragraph
(1) to prohibit the distribution of such information

3. Ensure that the actual operation and management of the measures
under paragraph (1) are automatically recorded in the system and kept for
a period of time prescribed by presidential decree

4. take other measures prescribed by presidential decree necessary to
prevent the distribution of information falling under each of the

subparagraphs of Paragraph 1.
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Article 76 (Penalty)
® A person who falls under any of the following subparagraphs shall be
fined not more than 10 million won.

4 2. A person who fails to take technical and administrative measures in
violation of Article 44 (7) (5)

The Korea Communications Commission has prepared an amendment
to the Enforcement Decree of the Act on Promotion of Information and
Communication Network Utilization and Information Protection to

coincide with the effective date of the Act.25

{ Highlights of the Amendments to the Enforcement Decree of the
Information and Communication Network Act )

First, the scope of 'information and communication service providers
that install and operate servers that temporarily store data in Korea' was
clarified to include content delivery network operators (hereinafter
referred to as 'CDN operators') with sales of KRW 1 billion or more in
the information and communication service sector.

%Content Delivery Network (CDN) refers to a service that streamlines
access to content by replicating the original content, installing multiple
copies on the network, and distributing access.

Second, the retention period for the operation and management of
measures to restrict access to illegal information by CDN operators is
stipulated to be two years.

Third, as a necessary measure to prevent the distribution of illegal
information by CDN providers, A the designation of a person in charge
of preventing the distribution of illegal information and the establishment
of internal guidelines stipulating the responsibilities and duties of the
person in charge of preventing the distribution of illegal information A
the establishment of procedures for receiving and processing reports on
illegal information at all times A the contents and procedures regarding

the necessary measures to prevent the distribution of illegal information

25) Korea Communications Commission, “KCTC to Eliminate Blind Spots in Blocking Access to lllegal
Sites,” April 24, 2024, press release.
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were stipulated in the Terms of Use.

The press release stated that 'the amendment will be promulgated
and implemented in July after collecting opinions from various sectors
through legislative preview,' but the enforcement decree has not yet
been revised. Although the law has already been enforced, it is
essential to revise the subordinate laws in order for the system to be

effective. Much attention is needed to revise the Enforcement Decree.

F. Revitalizing the legal market

The number one reason for using the illegal market is the low price.
This is because when using pirated copies, you do not pay the
legitimate copyright fee, so you can purchase them at a lower price. In
fact, in a survey on the use of e-scanned copies of university

textbooks, the most common reason for using e-scanned copies was ‘I
can't afford to buy textbooks” (39%).

However, the next most popular answer was “because I don't need to
carry multiple books and only need a tablet” (22.8%). These findings
suggest that convenience could significantly reduce the use of piracy.
For many university materials, genuine e-books are often hard to come
by, even for those willing to pay for them. It is not uncommon for
students to purchase books and then scan them themselves, so many
students who purchase illegal e-scans from Beongaejangteo may be

tempted by the low price and the convenience of studying on a tablet.

In the past, the music industry has seen a slow transition to a legal
market for MP3s, which has led to an increase in illegal sharing of
music content. While there is no reason to advocate for illegal sites,
efforts by rights holders to provide convenient services for users who

want to pay for legal access are an important alternative to reducing
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piracy. At a time when the e-book market is expanding, it may be
more important to establish a legal market than to crack down on
illegal use. For example, if e-book platforms specializing in textbooks,
such as the 'Digital University Textbook' service, are activated, the

legal conversion rate is expected to increase.
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